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In a nutshell
FaaS Cold Start Overhead: 
→ Sandbox creation dominates function latency
→ Exacerbated with microVM sandboxing

microVM snapshotting:
→  Reduces sandbox creation overhead
→  Incurs snapshot loading (I/O) overhead

Our Proposal: SnapBPF
→  eBPF capture and prefetch 
→  Implemented in kernelspace
→  No working set serialization
→  Working set deduplication
→  PV free page filtering
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Mechanism Mode WS serialization WS deduplication Free Page Filtering

REAP
Faast

userfaultfd userspace Required No
None
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mincore 
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userspace Required Yes
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Our proposal

SnapBPF eBPF kernelspace None Yes PV / Online
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Experimental Setup 
→ Implemented in Linux v6.3 and Firecracker v1.11
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→ FunctionBench and real-world FaaS workloads

→ AMD Zen2 evaluation testbed (AMD EPYC 7402)

→ Micron 5300 TLC NAND flash SATA SSD

→ 95K random 4K read IOPS

→ 540MB / sec 128K sequential read throughput
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Evaluation Questions
→ Can SnapBPF match SOTA performance without sequentially 
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→ Can SnapBPF effectively deduplicate working sets in 
memory while sustaining performance?
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SnapBPF matches and outperforms SOTA on average without 
separately serialized working sets
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SnapBPF deduplicates memory without sacrificing 
performance 



Outline 

→ FaaS Snapshotting 

→ Working Set Prefetching

→ SnapBPF

i. eBPF  capture and prefetch

ii. PV free page filtering

→ Evaluation

→ Conclusion

45



Conclusion and next steps
46



Conclusion and next steps

→SnapBPF:

→Minimizes complexity without sacrificing performance

46



Conclusion and next steps

→SnapBPF:

→Minimizes complexity without sacrificing performance

→Key enablers:

46



Conclusion and next steps

→SnapBPF:

→Minimizes complexity without sacrificing performance

→Key enablers:

→eBPF: Move capture and prefetch in kernelspace

46



Conclusion and next steps

→SnapBPF:

→Minimizes complexity without sacrificing performance

→Key enablers:

→eBPF: Move capture and prefetch in kernelspace

→PTE marking: Bridge the virtualization semantic gap

46



Conclusion and next steps
47



Conclusion and next steps

→Device Performance: Sequential vs Random I/O

47



Conclusion and next steps

→Device Performance: Sequential vs Random I/O

→Memory contiguity and large folios

47



Conclusion and next steps

→Overhead of PV PTE marking

→Device Performance: Sequential vs Random I/O

→Memory contiguity and large folios

47
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→Overhead of PV PTE marking

→Device Performance: Sequential vs Random I/O
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→Memory contiguity and large folios
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Thank you!
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Thank you!
Questions?



SnapBPF performance breakdown
49



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49

N
o

rm
al

iz
ed

 L
at

en
cy



1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

1
0

0
.0

0
%

7
2

.0
0

%

6
3

.0
0

%

9
0

.0
4

%

9
2

.0
0

%

6
3

.0
0

%

8
.0

0
%

9
.0

0
%

3
4

.0
0

%

5
0

.0
0

%

3
6

.4
0

%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

PYAES GZIP RNN BERT LINPACK IMAGE GEOMEAN

Linux-RA PTE mark SnapBPF

SnapBPF performance breakdown
49

N
o

rm
al

iz
ed

 L
at

en
cy

Online free page filtering boosts performance for allocation-
heavy functions
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