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• Stolen or lost personal electronic devices: Stolen or lost devices may lead to data 
leakage. Cryptographically encoded data typically appears unrecognizable; however, it 
is advantageous to hide the very presence of any hidden secret. 

• Coercive adversary: Conventional encryption cannot defend against a coercive attacker 
who can find ways to force the device owner into disclosing the decryption key.

Motivation



Plausibly Deniable Encryption (PDE): 
• Involves a decoy key ( for innocuous plain text) and a true key (for original sensitive data) 
• Digital steganography and steganographic file system
• Typically developed for PC platforms, e.g., TrueCrypt, HIVE

Challenges:
• Mobile platform are resource-limited and hence PDE solutions developed for PC 

platforms are not directly applicable
• Mobile platforms typically use flash storage which has different constraints than hard-

disk-drives
 

State-of-the-art solutions



Background: System view of flash storage
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Hide & Seek can be implemented as a new function in the FTL
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Key Points
• Repeated Program/Erase cycle is employed to change the 

physical properties
• Cell program time variation is used to hide data

Hidden data
0101

Wang et. al., IEEE S&P 2013 1

Key Points
• Hides information in erased state; requires 

privileged commands
• Erase states suffer from NAND reliability issues

Zuck et. al., FAST 2018 2

Literature: Data hiding using physical properties of flash memory 
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Hide & Seek stores secret data in a subset of programmed bits of the public data by 
manipulating their threshold voltages.  The encoding involves 3-step programming 
sequence:

1
Program the blue cells. They are the zeros of 
hidden data. Neighbor word line interference 
effects are used to boost up blue cell Vt

Program the black cells. They are the majority 
bits in the program distribution of the public 
data (not holding secret data)

2

Program the red cells using a partial program  
operation. They are the one bits of hidden data3

Proposed data hiding method



Binary : 100100110011000100….
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Steps : Strong zeros

: Weak zeros
: Neutral zeros

: Ones of public data

Example: Illustration of data hiding scheme

Secret  data:  1 0         1        0            1     1        0….

Key Points
• Strong zeros are created using word line interference effects
• Weak zeros are created using partial program operation



Experimental set-up: Interfacing COTS memory chips
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Experimental evaluation of write operation
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Accuracy of the public image is not significantly affected by the hiding operation



𝑽𝒓𝒆𝒇
𝒔𝒆𝒄𝒓𝒆𝒕 − 𝑽𝒓𝒆𝒇

𝒅𝒆𝒇𝒂𝒖𝒍𝒕

C
e

ll 
C

o
u

n
t 

(%
)

76.04%

……..   Weak - 0
……..  Strong - 0

54.39% 97.25% 60.28%89.75% 45.61%

Experimental evaluation of read operation

The value of the secret read 
reference voltage is another 
design space parameter



P
u

b
lic

 D
at

a 
A

cc
u

ra
cy

(%
)

Se
cr

et
 D

at
a 

A
cc

u
ra

cy
(%

)

Program Time (𝛍𝐬)

99.07%

93.88%

100%

80.01%100%

97.42%

Impact of partial program time on accuracy



Accuracy and detectability trade-off
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• NAND flash memory has significant 𝑽𝒕 variation due to process variation
• Accuracy of the secret image can be tuned with partial program operation

Distribution with 
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Conclusions and Future Work

• We have experimentally demonstrated the feasibility of hiding information in the 
program state of the COTS 3D NAND flash memory chips

• The method is universally applicable to all NAND flash chips from any manufacturer 
without requiring any hardware modification or privileged commands

• The method provides several design space variable to tune the accuracy, and 
detectability of the secret image

• Implementation of the proposed concept in the FTL with performance trade-off 
evaluation remains to be evaluated
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