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ABSTRACT

The growing worldwide attention toward large-scale subsea
data centers has garnered substantial interest from commer-
cial entities which have built and deployed underwater proto-
types since 2015. These data centers utilize hard disk drives
(HDDs) as a cost-effective method of data storage. However,
researchers have demonstrated that acoustic waves can af-
fect the availability and integrity of HDDs and applications
that rely on them. These studies are all conducted in air on
commercial laptops, hence their applicability and implica-
tions in submerged environments remain unexplored. In this
position paper, we investigate potential vulnerabilities of
storage devices deployed in underwater data centers and
subsea storage platforms against targeted acoustic attacks.
Based on our initial investigation of a simplified scenario, a
victim HDD deployed in an enclosed submerged container
is especially vulnerable to those acoustic attacks, which at
frequencies ranging from 300 Hz 1300 Hz can result in up
to 100% throughput loss and application crashes. Based on
these findings, we argue that further study is necessary to
assess underwater storage system security and develop ef-
fective defenses against overlooked acoustic attacks.
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1 INTRODUCTION

Companies such as Microsoft and several offshore businesses
have begun planning and testing prototypes of underwater
data centers around the world [22, 34, 35] to keep up with
the increasing demand, but also to reduce cooling costs and
save emissions. This recent trend is likely to grow exponen-
tially as the market size is projected to reach 74.02 billion
by the year 2030 [42]. With surrounding water serving as
a natural coolant [11], subsea data centers deploy groups
of disks including hard disk drives (HDDs) [33] housed in
a metal container filled with nitrogen gas to prevent corro-
sion [22, 29]. HDDs in particular remain extensively used in
data centers due to their lower cost-to-storage-capacity ratio
compared to other storage devices such as SSDs [3, 26]. How-
ever, over the last decade, researchers have demonstrated
how these storage devices are vulnerable to multiple acoustic
attacks, including side-channels [24], covert channels [18],
and, in particular, acoustic injection attacks [6].

Despite these known vulnerabilities, storage system se-
curity against acoustic attacks has not been thoroughly ex-
plored in the underwater domain, and the ramifications of
such attacks have not been considered in the context of
data center security. Prior underwater security works fo-
cus on disrupting underwater acoustic networks (UWAs)
by packet flooding and wormhole attacks on the network
routing layer [13] and signal jamming [48, 50, 51], but these
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Figure 1: Experimental setup used in three test scenarios. The victim HDD is placed in a submerged plastic container
(Scenarios 1 and 2) or a metal container (Scenario 3) anchored to the tank floor. An additional storage tower is used
in Scenario 2 and 3 to place the victim HDD (simulating a datacenter rack).

studies only investigate vulnerabilities of acoustic communi-
cation. Prior works on data center security focus instead on
traditional network attacks and defenses [7, 8, 31], and mal-
ware analysis and detection [2, 9, 14, 16, 25]. However, these
works do not consider physical signal injection attacks that
can alter data centers’ internal functioning without the need
for tampering with the network communication, gaining
physical access to the storage systems, or executing mali-
cious software. We attempt to address this knowledge gap by
exploring the hardware security aspects, i.e., whether acous-
tic injection attacks deployed in data centers are feasible and
whether these attacks can damage the availability of data
center applications that rely on storage systems.

To demonstrate the feasibility of this class of attacks, our
preliminary analysis simplifies the victim system using a con-
tainer submerged in water which contains the victim HDD
in various scenarios (see Figure 1). Our findings show that
transmitting acoustic waves at specific frequencies (between
300Hz and 1000 Hz) from an underwater speaker causes
the victim HDD’s throughput to drop to zero (comparable
to acoustic attacks witnessed in air [6]). Furthermore, we
show how prolonged attacks can crash crucial processes
(e.g., filesystems), server Operating Systems, and applica-
tions such as those accessing databases. This phenomenon
occurs because acoustic waves induce mechanical vibrations
in the HDD and container structure; these vibrations jos-
tle the HDD’s internal components, preventing reading and
writing operations.

Despite our simplified setup, our proof-of-concept analy-
sis demonstrates how it is possible to remotely interfere with
the correct functionalities of high-traffic storage systems de-
ployed in closed, isolated, underwater environments without
tampering with the victim system or leveraging malware and
network attack vectors. In summary, we make the following
contributions:

e We investigate the feasibility of underwater acoustic
attacks against HDDs in several simplified scenarios.

e We show how such attacks on standard data center
software such as Ext4 file systems, Ubuntu servers,
and RocksDB database applications can reach up to
100% throughput loss and crashes within ~81 seconds.

e We argue the need for future research including mod-
els, testbeds, and methodologies for exploring security
challenges of subsea storage platforms.

2 BACKGROUND & RELATED WORK

2.1 Acoustic Threats Against HDDs

A typical HDD consists of disk platters, a head stack assem-
bly, read/write (r/w) heads, and a spindle motor [4]. Data
is organized into tracks on the platter, which the spindle
motor rotates. The head stack assembly positions the r/w
head above the desired track to r/w data. The r/w head posi-
tion must remain within a threshold distance (determined
by whether the operation is a read or write) from the center
of the track for successful data access.

Bolton et al. [6] et al. demonstrate how acoustic waves
can undermine the availability and integrity of hard disk
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drives used in laptops and embedded systems. The team
found that audible sound waves transmitted in the proximity
of a hard disk can cause the r/w head to vibrate outside of
the r/w tolerance thresholds and ultrasonic waves can cause
shock sensors located in the hard drives to erroneously detect
the jostling of the device and cause the r/w head to park.
This, in turn, causes failures of software applications (e.g.,
security cameras) and laptops’ Operating Systems due to the
impossibility of reading and writing to the storage system,
including provoking physical damage and data corruption.

Causality.  Rigid objects generally have a natural fre-
quency or set of frequencies at which they vibrate when
force is applied [19]. These frequencies are usually called
resonant frequencies. The acoustic waves used in Bolton et
al. [6] attacks match the resonant frequency of the target
victim device (e.g., the HDD) to amplify the mechanical vi-
brations [19]. Several previous works have explored attacks
which use resonant frequencies to cause high-amplitude vi-
brations to interfere with the functioning of sensors and
hardware components such as accelerometers [45], drone
gyroscopes [40], and inertial sensors in cameras [21]. In this
work, we investigate the feasibility of acoustic attacks in the
underwater domain and characterize potential consequences
on storage devices in submerged enclosed environments.

2.2 Acoustic Signal Propagation in Water

Acoustic signals are longitudinal waves that propagate
through a medium with changes in pressure [36]. When
an object vibrates, pressure is applied upon the surround-
ing medium, hence the particles vibrate as well. The energy
of vibration is passed from one particle to another, creat-
ing the acoustic wave. Acoustic sources can be categorized
in terms of their frequency and amplitude. High amplitude
means a vibrating particle is displaced more from its rest
condition which creates a loud sound. The instantaneous
pressure that a sound source puts on the unit area is given
by, p(t) = d - ¢ - v, where d is the density of the medium
and ¢ and v is the velocities of the sound wave and medium
particle, respectively [28].

Typically, it is convenient to express the pressure in a
logarithmic unit as Sound Pressure Level (SPL) which is
the ratio of a measured level to a reference level. Sound
wave travels approximately 4 times faster in water than air
because the water medium is much denser than air [28].
Also, water molecules are more compressible which helps
the wave to travel longer distances than in air. In air and
water mediums, reference SPL levels are different [37], thus,
generally, from a given SPL measurement in air, we can
approximate the equivalent sound pressure level in water as
SPLwater = SPLair + 20 - log 4% = SPLyi, + 26 dB. The
sound attenuation at a certain distance from a sound source,
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which can be represented by an absorption coefficient in
dB/km, is a function of the transmitted sound frequency as
well as water temperature, pressure, and salinity [15].

3 THREAT MODEL & ATTACK OVERVIEW

The goal of the adversary is to disrupt the functioning of a
target victim (e.g., an underwater data center) by interfering
with its storage system using sound waves. In other words,
we consider two potential attackers’ objectives distinguished
by severity. In the first, the attacker intends to provoke a
controlled throughput loss of a single or multiple HDDs
located in a submerged enclosure for a specific amount of
time to induce applications or process delays. In the second,
the attacker intends to prolong the attack to cause operating
systems’ crucial processes (e.g., filesystems) and applications
to crash due to the unavailability of the storage systems. In
both scenarios, we consider an attacker capable of generating
underwater acoustic waves of a controllable frequency and
amplitude (e.g., using a commercially available underwater
speaker and amplifier). The attacker must also know the
location to point the sound source to the target enclosure.

Note that, to achieve a successful attack, the attacker
should perform a frequency sweep as described in previous
work [6, 45, 46] to understand which vulnerable frequencies
the target is susceptible to. This analysis is achievable, for
example, by remotely varying the attack sound waves and
observing resultant delays in online applications that use the
target data center or by studying similar storage devices and
their resonance frequencies.

We also assume that the adversary cannot tamper with
any hardware or software of the target system, nor connect
or attach equipment to the system’s enclosure. Also, we don’t
consider the use of malware or network attacks that could
directly affect the functioning of the target system.

Research Problem. Previous works on acoustic attacks
against HDDs focus on sound transmission in the air to
affect and eavesdrop on information from commercial target
devices (e.g., laptops) [6, 24, 39]. In this work, we focus on
investigating how acoustic injection attacks can be used to
undermine complex data center storage systems and their
applications deployed in harsh environments. Our analysis
aims to open new research directions to protect these systems
from such unexplored threats, by answering the following
research questions: Can an attacker use sound to damage the
availability of HDDs housed in underwater data centers? If so,
what effects might such attacks have on the crucial processes
and applications in data centers that rely on storage systems?
How does the underwater environment improve or hinder the
attack’s feasibility and effectiveness?
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Table 1: Read and Write operations throughput of HDD
when an acoustic attack occurs at varied distances; the
HDD and container are deployed in Scenario 2.

. Throughput (MB/s) Latency (ms)*
Distance Read Write Read Write
No Attack 18.0 22.7 0.2 0.2

lcm 0 0 - -
5cm 0 0 - -

10 cm 12.6 0.3 0.3 -

15cm 17.6 2.9 0.2 4.0

20 cm 17.6 21.1 0.2 0.2

25 cm 18.0 22.0 0.2 0.2

(*) The "-" symbol indicates no response.

4 CASE STUDY

This section presents a proof-of-concept preliminary anal-
ysis to demonstrate the potential feasibility of deploying
the attack described in Section 3 in underwater scenarios
and start addressing our research questions. To achieve this,
we first built a simplified testbed to simulate the baseline
conditions of a submerged data center.

Experimental Setup. Figure 1 shows the setup used in
our underwater experimental analysis. We select a 500 GB
Seagate Barracuda HDD [38] as the victim storage drive as a
proof-of-concept. Then, we perform our experiments sepa-
rately in metal (aluminum) and plastic containers submerged
in water to simulate the water barrier between HDDs and
underwater sound sources in the real world. The containers
are anchored on a metal shelf in contact with the bottom of
the water tank similarly to submerged data centers [49].

Evaluation Scenarios. We perform the acoustic attack
in three scenarios: (i) in Scenario 1, the hard disk is placed
directly on the bottom of a hard plastic container, (ii) in
Scenario 2, it is held in the second level from the bottom
of a Supermicro CSE-M35TQB 5-in-3 Hot Swap SAS/SATA
storage tower [43] to simulate a rack, (iii) and in Scenario
3, it is held in the aforementioned tower in an aluminum
container. We vary the scenarios to understand the attack’s
feasibility under different basic conditions. In each scenario,
the container is submerged to cover the entire height of the
tower and hard disk sits below the water surface level. To
deliver the audio signal, we use a commercial Clark Syn-
thesis AQ339 Diluvio underwater speaker [10] and a TOA
amplifier [44] connected to a laptop generating output sine
wave signals using GNU radio [17]. In all our scenarios, we
transmit a 140 dB SPL acoustic signal (similar to the trans-
mitting acoustic power used on air by previous work [6]),
which is achievable by commercially-available swimming
pool underwater speakers to play music, and significantly
below 220 dB SPL pressure level typically used in underwater
sonars [5]).
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Figure 2: The HDD read/write throughput during an
acoustic attack at different frequencies in all scenarios.

Metrics. We leverage Flexible I/O Tester (i.e., FIO [20]) to
evaluate the I/O throughput and latency of the hard disk with
sequential read and sequential write workloads as perfor-
mance metrics (4KB data access granularity). We then imple-
ment a popular database, RocksDB [32], used by server appli-
cations that need low latency database access key-value pairs.
We monitor the performance changes with the db_bench
benchmark with a readwhilewriting workload, which is a
standard workload provided by RocksDB.

4.1 Frequency Analysis

To identify the effective frequencies for our underwater sce-
narios, we perform a frequency sweep starting at 100 Hz
and ending at 16.9 KHz and narrowing to 50 Hz increments
between vulnerable frequencies with the speaker at 1 cm
from the container (the HDD is located in the enclosure at 3
cm from the side facing the speaker as in Figure 1). We then
monitor the I/O throughput variation, meaning the storage
device’s capability for serving incoming I/O requests when
FIO performs sequential read and write workloads.

Results and Observations. Figure 2 shows the through-
put variation of the HDD when the acoustic attack happens
at different frequencies. The results show that the through-
put losses occur in all three scenarios at the frequency range
between 300 Hz to 1.7 KHz. Moreover, the acoustic attack
generates major throughput degradation during write op-
erations compared to read. We believe this is because the
read operations have a wider tolerance threshold than write
operations, which has also been verified in previous work [6].
For instance, in Scenario 3, the write throughput degrades
from 22.7 MB/s to 0 MB/s at frequencies between 300 Hz to
1.3 KHz, whereas the read throughput drop from 18.0 MB/s
to 0 MB/s when the acoustic frequency ranges from 300 Hz
to 800 Hz. Finally, the metal container Scenario 3 presents
attack effectiveness from 300 Hz to 1.3 KHz. Our analysis
also highlights how the container material is a critical factor
due to the performance degradation variance in plastic and
metal containers.
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Table 2: Throughput and I/0 rate of RocksDB when an
underwater acoustic attack occurs at varied distances;
the HDD and container are deployed in Scenario 2.
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Table 3: Crashes in real-world applications. The HDD
and container are deployed in Scenario 2.

Application | Description Time to Crash

Distance | Throughput (MB/s) | I/O Rate (x100,000 ops/s) Ext4 [12] Journaling filesystem 80.0 seconds
No Attack 8.7 1.1 Ubuntu [1] Ubuntu server 16.04 81.0 seconds
lem 0 0 RockDB [32] | Key-value database 81.3 seconds
5cm 0 0
10cm 0 0
15 cm 37 09 without processing any I/O operations within 10 cm between
20 cm %6 11 the speaker and the enclosure. Similarly to the results of Ta-
25 cm 8.6 1.1 ble 1, this indicates that the functionality of RocksDB will

4.2 Range Testing

To evaluate the maximum achievable distance from the enclo-
sure at which the attack can cause a measurable throughput
loss in our simplified testbed, we select Scenario 2 as the more
realistic scenario, and we transmit a sound wave at 650 Hz
(which presents a significant performance degradation as
shown in Table 2). We then adjust the distances between
the container and the speaker to observe the performance
changes during our underwater acoustic attack.

Results and Observations. Table 1 shows the FIO read
and write throughput and latency of the drive at different dis-
tances from the container. We tested our underwater acoustic
attack by positioning the speaker at the minimum distance of
1 cm from the enclosure to pursue a proof-of-concept remote
attack. Note that mechanical vibrations can be induced as
well by direct contact with the enclosure (0 cm).

The maximum effective distance achievable by our attack
with a commercially available speaker is 25 cm. Within this
range, the attack can successfully degrade the performance
of the victim HDD. Our attack achieves 0 MB/s throughput
without serving the I/O requests (i.e., no response) at 1 cm
and 5 cm. This demonstrates how the sound wave attenu-
ates for far distances and throughput is less impacted by the
attack. Note that a more sophisticated attacker with a pow-
erful speaker (e.g., military-grade marine loudspeakers) can
achieve further distances by increasing the source volume
to account for sound absorption. For example, water at a 50
m depth in the Baltic Sea was found to attenuate a 500 Hz
signal by 0.038 dB/km [47]. Attackers can raise the source
dB SPL based on the distance from the victim enclosure and
approximating the absorption coefficient [15].

4.3 Performance Testing on RocksDB

To validate the performance degradation of our attack in real-
world applications, we evaluate the performance of RocksDB
with the metrics described in Section 4.2.

Results and Observations. Table 2 shows the bandwidth
and I/O rate of RocksDB in attack Scenario 2 under various
distances. The results show 100% throughput degradation

be blocked due to inaccessible storage with zero r/w opera-
tion throughput. This preliminary experiment indicates the
potential severity of the impact on server processes.

4.4 Software Crashes

Underwater acoustic attacks, prolonged over a certain
amount of time, can potentially permanently paralyze the
running of real-world applications. As a proof-of-concept,
we deploy an underwater acoustic attack on four critical
processes, including a filesystem (i.e., Ext4 [12]), an Server
Operating System (i.e., Ubuntu 16.04 [1]), and RocksDB to
evaluate potential crashes. We use the best-attacking pa-
rameters by transmitting at 650 Hz and 140 dB SPL acoustic
waves at a distance of 1 cm based on our experiments in Sec-
tion 4.1 and Section 4.2. We deem a crash happens when the
application stops running with an error output.

Results and Observations.  Table 3 shows real-world
crashes of Ext4, Ubuntu, and RocksDB with an average crash
time of 80.8 seconds. We believe this happens because the in-
duced vibrations cause inaccessibility of the drive for enough
time to cause a crash. We also observe the error output of
each application when crashes happen. Ext4 terminates its
service with a Journal Block Device (JBD) error in code —5,
which occurs because the journal superblock cannot be up-
dated due to the blocked I/O. Ubuntu crash happens with
an indication of inability to access all files, including regular
files and common Linux commands, such as Is. Moreover, the
reported errors from dmesg indicate that the buffer I/O error
on the storage device leads to OS crashing. Finally, RocksDB
crashes with a failure of sysc_without_flush_called. Since
the drive stops serving I/O requests, the newly arrived key-
value pairs written into the write-ahead log (WAL) cannot
be persisted into the drive, leading to a crash in RocksDB.

5 CHALLENGES & OPEN PROBLEMS

In this section, we discuss some challenges and open prob-
lems introduced by our preliminary experiments.

Water Conditions. In water, sound speed is affected by
temperature, salinity, and water depth [23, 30]. These factors
can vary considerably for the same attack if it is mounted
from a long distance (e.g., an attacker places their setup
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near the surface of the ocean to target a data center in deep
water). For instance, in our experiments, the water in the
tank remained at a nearly constant room temperature. As
temperature increases, sound speed increases [23], which
can augment the attacker range. Our experiments were con-
ducted in the freshwater of constant salinity. Salinity affects
the speed of sound (higher salinity increases speed), so this
must be considered when evaluating the security of subsea
data centers. Finally, Microsoft placed its test underwater
data center about 36 m underwater [22], and the Offshore Oil
Engineering Company plans to place its data center at about
20 m depth [35]. Increasing depth increases sound speed [23]
and, consequently, might increase the attack range. Further
investigation is necessary to understand the interactions of
attack parameters related to the speed of sound in water.

Effective Range. Sound travels faster underwater than
in air. Previous studies in air have mounted acoustic attacks
on HDDs at distances of 10 cm and hypothesized potential
distances above 1 mile using specialized equipment [6]. At-
tackers capable to emit sound at higher sound pressure levels
(e.g., military-grade equipment) might substantially increase
the attack’s success over wide distances.

Data Center Structure and HDD types. The success of
acoustic attacks depends upon reaching sufficient vibration
amplitude in the victim HDDs. Different hard disks, materials
between the HDD and the sound source such as the steel
walls of a data center [11], the nitrogen gas within the data
center casing [22], structures such as underwater cables to
maintain the data center position, and the rack containing
the HDDs, may attenuate the signal or amplify the induced
mechanical vibrations.

In-air Defenses.  Bolton et al. [6] and other previous
works [21, 45, 46] suggest various defenses against acous-
tic attacks, including augmented feedback controllers, and
firmware modifications of the storage device. Other potential
defenses include using acoustically adsorbing materials [27]
or dampening mechanical vibrations [41] to attenuate the
vibration. However, these defenses may cause overheating
as observed in the in-air case [6]. Further research can evalu-
ate whether such suggested defenses can sufficiently defend
against underwater acoustic attacks.

5.1 Open Problems & Future Works

Our preliminary results show that acoustic attacks might be
achievable underwater, and they will pose a greater secu-
rity risk as more companies are planning to submerge their
data centers. Our preliminary analysis, even if limited to
proof-of-concept scenarios, unveils new attack vectors that
might undermine the availability of storage devices housed
in underwater data centers. We advocate that further re-
search needs to be done in the underwater domain in order
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to understand and potentially defend against these attacks
before they can cause serious harm. Open problems we are
planning to address include (i) the development of testbeds
to better represent the conditions outlined in Section 5; (ii)
extensive evaluation of the attacker’s capabilities in terms
of the parameters listed in Section 5; and (iii) evaluation of
potential underwater defense strategies.
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